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MYHWUWTMAJIbBHOE OBPA3OBAHWE

FOPOJ, OKPY>XHOFO 3HAYEHUS HUXHEBAPTOBCK
MYHWUWMNATBHOE ABTOHOMHOE AOLKOJ/IbHOE

OBPA3OBATEJ/IbHOE YUPEXAEHVE TOPOAA HVXKHEBAPTOBCKA
OETCKUW CAL Nel0 «BENOYKA»
(MALOY ropoga HmkHesapToscka AC Ne 10 «benoyka»)

MPNKAS
oT 03.09.2018 ropa Ne 379

O Ha3HayeHWN OTBETCTBEHHOTO 3a
AHTUBUPYCHYHO 3aULUTY B AOWKONbHOM
YUPEXAeHUN N YTBEPXKAEHUN UHCTPYKLUN
no opraHuM3auun aHTUBUPYCHOM 3alLUTbI

C uenbio co3faHUA  CUCTEMbl AHTUBUPYCHOW 3aWluTbl  ABAfeTca obecneyeHwue
3alNLWEeHHOCTM MHPOPMALUOHHO-KOMMYHUKaLMOHHOW cuctembl (ganee MKC) oT Bo3fencTaus
PasNMYHOro pofa BPEfOHOCHLIX MPOrpaMmM U HeCaHKLMOHWPOBAHHbLIX MaCcCOBbIX MOYTOBbIX
paccbifioK, NpefoTBpalleHUsa WX BHeApeHWA B WUHMOPMaLWOHHbIE CUCTEMbI, BbIABNEHUA W©
6e3onacHoro ypganeHus w3 CUCTeM B Cnyyae nonajaHus, a Takxe QuabTpauuu goctyna
nonb3oBaTeneil YupexaeHusa K HeNnpoAyKTUBHbIM WIHTepHeT-pecypcaM W KOHTPONs WuX
3NEKTPOHHON Nepenuncku,

MPNKASBIBAIO:

1 Ha3HauuTb OTBETCTBEHHbLIM 33 aHTUBUPYCHYIO 3aLUTY B AOLWKONBHOM YUPEXAEHUN
3amecTuTensa 3asegytouiero no AXP KanawumHy M.JI.

2. YTBepAUTb UHCTPYKLMIO MO OpraHu3aLun aHTUBUPYCHOW 3alimnThl (MpunoxeHue 1).

3. OTBETCTBEHHOMY 33 aHTUBUPYCHYIO 3aWNTY B LOLIKO/bHOM YUYpexaeHuu
M.JI. KanawuHOiW B  COOTBETCTBMM C UHCTPYKLMEN MO OopraHM3aunmm aHTUBUPYCHOW 3aluThbl
cobnogaTb MNOpPAAOK AeWCTBMA B Mepuoj BUPYCHbIX 3nuaeMuil, nNopsfok AedcTBUA npwu
BO3HWUKHOBEHMW BHELWTATHbIX CUTyaluuid, CcBA3aHHbIX ¢ paboToCcnOCOOGHOCTLID  CPeacTB
aHTUBUPYCHOW 3allWTbl, MOPAAOK AEACTBUIA ANA YCTPAaHEHUA MOCNeACTBUIA 3apaXKeHUA.

4, AQMUHUCTpATOpPY cailTa AOWKONbHOIO yuypexaeHus AHTOHOBOW T.A. pa3smMecTUTb Ha
caiTe «MHCTPYKUWMIO MO OpraHuM3auun aHTUBMPYCHOM 3aWwnuTbl», B CpoK ao 03.09.2018r.

5. KOHTpOAnb 3a UCNOMHEHMEM NpUKa3a OCTaB/SAO 3a COOOIA.

3aBeaytoLnii C.A.TonoBuH

C npuvKasom 03HAKOM/IEHbI:
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MHCTpYKLUMA NO opraHu3aumMm aHTUBUPYCHOM 3aliunThbl
I. O6wme NoNoXeHNA

M.
Llensto  co3fgaHMs  CUCTEMbl  aHTUMBUPYCHOW  3aliMTbl  ABNSieTCA  obecrneyeHue  3aliuLLeHHOCTU
NH(OPMaLMOHHO-KOMMYHUMKaLMOHHON cucTembl (ganee WMKC) OT BO3AeACTBMS pasnMyHOro poja
BPEAOHOCHbLIX MPOrpaMM U HeCaHKLMOHMPOBAHHbLIX MACCOBbLIX MOYTOBbLIX PacCblNOK, MPefoTBpaLleHus
NX BHEAPEHMS B MHPOPMALMOHHbIE CUCTEMbI, BbISBIEHNUS U 6€30MacHOr0 yaaneHus n3 CUCTEM B Ciydae
nonagaHus, a Takke QuAbTpaLMn SOCTyNa Nonb3oBaTeneli YupeXxaeHus K HeNnpoLYyKTUBHLIM HTepHeT-
pecypcam 1 KOHTPONSA UX 31eKTPOHHOIN Nepenmncku.
OcHoBoMnonarakvLWmMmn TpeboBaHUAMUN K CUCTEME aHTUBUPYCHOW 3alLWTbl YUpexaeHns ABASITCS:
- peLleHune 3afjaun aHTUBMPYCHO 3aliMThbl AO/HKHO OCYLLECTBAATLCA B 00LieM Buae. CpeacTBO 3alinThbl
He JO/HKHO OKa3blBaTb NPOTMBOAENCTBME KOHKPETHOMY BMPYCY WAM TPymnne BMPYCOB, NPOTUBOAENCTBME
[LO/MKHO OKasblBaTbCA B MPeLnoNoXeHUsX, YTO BUPYC MOXET ObITb 3aHECEH HA KOMMbLIOTEP U O BUpyce (0
ero CTPyKType (B YaCTHOCTU, CUTHATYPE) U BO3MOXHbIX AEACTBUAX) HUYErO He U3BECTHO;
- peLleHMe 3aa4n aHTMBUPYCHON 3aLMTbl 4O/HKHO OCYLLECTBAATLCSA B peaslbHOM BPEMEHM.
- MeponpuaTtusa, Hanpas/eHHbIe Ha peLleHne 3a4ad No aHTUBUPYCHO 3aluTe:
YyCTaHOBKAa TONbKO /INLEH3MPOBAHHOIO NPOrpaMMHOro obecrieyeHus nM6o0 GecnnaTHoe aHTUBMPYCHOE
nporpammHoe ob6ecrneyeHue, uayllee B KOMMJEKTE C MNOA/IMHHON OMnepauMoHHON cucTemol (Tuna
Microsoft Security Essentials (ceTb go 10 paboumx cTaHuwmii) unm Microsoft Forefront Endpoint
Protection (cetb 6onee 10 paboumx CTaHUWIA)), noadep>kuBarollee paboTy C MNONb30BATENbCKUMU
npogunsaMu.
- perynsipHoe O6GHOBMEHME W eXefHEeBHble MNpOdUNaKTUYecKne NPoBepku (KenaTeNbHO B Hepabouee
HOYHOEe BpPeEMS);
- HenpepbIBHbI/i KOHTPO/Ib HAL BCEMW BO3MOXHbLIMU MYTAMU MNPOHUKHOBEHUS BPELOHOCHbLIX NPOrpamm,
MOHUTOPUHI aHTMBMPYCHOM 6e30NacHOCTU M 0OHapYy>XeHUe AeCTPYKTUBHOW aKTUBHOCTU BPefOHOCHbLIX
nporpaMmM Ha Bcex o06bvekTax NKC;
- eXefHeBHbIli aHanu3, paHXupoBaHWe W MpefOTBpalleHMe Yrpo3 pacrnpocTpaHeHWUs W BO3AelCTBUS
BPELOHOCHbIX MpOrpaMm MNyTeM BbISB/IEHNSA YA3BUMOCTE wucnonbdyemoro B WKC onepaunoHHOro
NporpaMMHOro o6ecnevyeHnss U CeTeBbIX YCTPOWCTB W YCTpaHeHWs OOHAapYXeHHbIX [Ae(eKToB B
COOTBETCTBMM C AaHHbIMW NOCTaBLUMKA MPOrpaMMHOro o6ecrneveHns u Apyrux cneumanm3mpoBaHHbIX
3KCMEPTHbIX aHTUBUPYCHBIX CYXO.
- npoBefeHMe NPOPUIAKTUYECKUX MEPONPUATUIA MO NPeAoTBPaLLeHU0 U OrPaHUYEeHU0 BUPYCHbIX
aNVMAeMuiA, BKNHOYAKLWMX 3arpy3Ky W pasBepTbiBaHWe CreuuabHbIX  NpaBua  HeliTpasm3aumm
(oTpaXeHWo, M30MSUMM U NIMKBUAALMM) BPELOHOCHLIX MPOrpaMM Ha OCHOBE PeKOMeHAauuii Mo
KOHTPONKO aTak, MOAroTaBAMBAeMbIX Pa3paboTUMKOM CPefCcTB 3aliMTbl OT BPEJOHOCHLIX MPOrpamm U
OPYTVIMU  CMeLNann3npoBaHHbIMA  3KCMEPTHBIMU  aHTUBUPYCHbIMU CRy>X6aMu [0 TOro, Kak 6yayT
BbINYyLLEHbI (haiiibl MCNPaBAEHWUIA, NPU3HAKOB N aHTUBUPYCHbIX CUTHATYP.
- MpoBefeHWe PerynspHbIX MPOBEPOK LEOCTHOCTM KPUTMYECKM BaXKHbIX MPOrpaMM W [aHHbIX.
Hanuume nuwHux ¢aiinos v cnefoB HeCaHKLUWOHWMPOBAHHOrO BHECEHUS W3MEHEHWIA [OMKHO ObITb
3aperncTpMpoBaHO B XXYpHase 1 paccnefoBaHo;
- BHeLWHVEe HOCUTeNU WH(OPMauuM HeW3BECTHOrO MPOUCXOXAEHUA criedyeT MPOBEpPATb Ha Hanuuue
BMPYCOB [10 NX NCMOJIb30BaHUS;
- He0oOXO04MMO CTPOro NPUAEPXMBATLCA YCTAHOBMEHHbLIX MpoLeAyp MO YBELOMMEHWIO O Cay4asx
NopaXKeHMs aBTOMAaTU3MPOBAaHHOW WHDOPMALMOHHON cpedbl KOMNbIOTEPHLIMK BUMPYCAMU U MPUHATUIO
Mep Mo NMKBUAALMMN NOCNELCTBUIA OT UX NPOHUKHOBEHUS;
- cnefyeT MMETb MnaHbl 06ecneyeHns GecrepeboiiHOM PaboThl YUpeXxaeHUs AN ClyyvaeB BMPYCHOMO
3apaXeHus, B TOM YMCne NnaHbl pe3epBHOro KONUPOBaHMsA BCEX HEOOXOAMMbBIX faHHbLIX U NPOrPamMmM U UX
BOCCTAHOB/IEHNS. DTU Mepbl 0COOGEHHO BaXXHbl ANS CeTeBbIX (DANOBbIX CepBEpOB, NOALEPXKMBAIOLLMX
60/blLLIOEe KONNYECTBO paboyumx CTaHLMA.



TexXHONOrnyeckne MHCTPYKLUN
1.1. B yupexAeHUU pyKOBOAMTENeM Ha3Ha4yaeTcs /MU0, OTBETCTBEHHOE 3a aHTUBUPYCHYHO
3alliMTy, B [LO/HKHOCTHOW MHCTPYKLMKM MponucaHbl NOPALOK AelCTBMS B Nepuofj  BMPYCHBIX
aNUAeMWin, NOpAfoK [AeACTBUIA NPUM  BO3HWKHOBEHWMM  BHELUTATHLIX CUTyauWil, CBA3aHHbLIX C
paboToCNOCOOHOCTLIO  CPEACTB  aHTMBUPYCHOM  3aWiuThl, MOPSAOK [EACTBUA  Ana  yCTpaHeHus
NnocneAcTBUIA 3apaXKeHNIA.
12. B YupexaeHuu MOXET Ncrnonb3oBaThCcA TOBKO  JINLUEH3MOHHOE aHTUBMPYCHOE
nporpaMmHoe obecrneyeHne nmb60 cBO6OLHO-pacnpoOCTpaHAeMOe NpPorpaMMHoe obecreyeHue.
1.3. Ob6sA3aTelbHOMY aHTUMBMPYCHOMY KOHTPOMO MOANeXut nwbas uHhopmaums (TEKCTOBblE
thaiinbl  NO6bIX  (hopmaToB, (aiifbl  AAHHBIX, WCMOMHSEMble (aiifibl, MNOYTOBble COOOLUEHUS),
nonyyaemas M nepefaBaemMas N0 TEIEKOMMYHUKALMOHHbIM  KaHanam  CBA3W, a TakKxe
MHOpMaLMS, HaxoAdAwascqd Ha CbeMHbIX HOCUTENAX (MarHWTHbIX fAuckax, feHTax, CD-ROM,
DVD, flash-Hakonutensx u T1.n.). KOHTPO/Ab ucXofdlleld WH(opMaLmMm HeobXOAMMO MPOBOAUTHL
HenocpeACTBEHHO Mepej apXMBUPOBAHUEM M OTMPABKOW (3aNMNCbH0 Ha CbEMHbIA HOCUTENb).
1-4. ®aiinbl, noMeliaemMble B 3/EKTPOHHbIA apxuB, AO/MKHbI B 0643aTe/lbHOM MOPSAKE MPOXOAUTb
aHTUBUPYCHBbIA KOHTPOSb.
2. TpeboBaHMSA K NPOBEAEHNIO MEPONPUATUIA NO aHTUBUPYCHOM 3aLLnTe
2.1. B Hauyane paboTbl Npu 3arpy3ke KOMMbKOTEPa B aBTOMATUYECKOM pPeXume [LO/MKHO BbINONHATLCS
06HOBMIEHME aHTUBMPYCHbIX 6a3 1 CepBePOB.
2.2. Teprofmyeckne NPOBEPKM 3NEKTPOHHbLIX apXMBOB [O/MKHbI MPOBOAMTLCA HE PEXEe OJHOro pasa B
Hefento, AaHHble, Pacno/oXeHHbIe Ha Pabounx CTaHUMSAX MOMb30BaTeNeN - exxeJHEBHO, B HOUHOE BpeMSs
Mo pacnucaHuio.
2.3. BHeouepefHON  aHTUBUPYCHbIA  KOHTPOAb  BCEX [AMCKOB U (haiifloB  MEepPCOHanbHOro
KOMMblOTepa JO/MKEH BbINOMHATLCA:
2.3.1. HenocpefCTBEHHO  Mocfne  yCTaHOBKM  (M3MeHEHMs)  NporpaMMHOro  obecrieyeHus
KOMMblOTepa [0/MKHA OblTb BbIMOJIHEHA aHTUBMPYCHAs MNPOBEPKA Ha CepBepax M MNepcoHasbHbIX
KOMMblOTEPax yupexaeHus.
2.3.2. Mpy BO3HWKHOBEHUW MOLO3PEHUA HA HAIMYME KOMMNbIOTEPHOro BuUpyca (HeTunuuHasa paboTa
nporpaMm, NosiBNeHne rpadMyecknx 1 3ByKOBbIX 3(h(HEKTOB, UCKaXKEHWIA AaHHbIX, NponajaHue ¢haiinos,
yacToe NosiBNeHNE CO0BLLEHNIA O CUCTEMHBIX OLIMOKAX U T.M.).
2.3.3. Mpn oTnpaBke W MNOMYYEHUN 3MEKTPOHHOM MOYTLI OMEpaTop 31eKTPOHHOW nNouyThl 0653aH
NPOBEPUTL 3NIEKTPOHHbLIE MUCbMA U UX BNOXEHUS HA Han4me BUPYCOB.
2.4. B cnyyae o06HapyXeHWs 3apaXeHHbIX Bupycamu  (DainioB  UAM  3MEKTPOHHLIX  MUCEM
Nosib30BaTeNn 0693aHbI:
2.4.1. TlpnocTaHOBUTL paboTy.
2.4.2. HemeafieHHO NOCTaBUTb B M3BECTHOCTb O (hakTe OOHAPY>KEHUA 3apaXXeHHbIX BUMPYCOM (aiifos
OTBETCTBEHHOrO 3a 0O6GecrneyeHWe aHTUBMPYCHOW 3aliuTbl (B CAyvae ero OTCYTCTBUA -3aBefYHOLLEro)
YupexaeHus.
2.4.3. COBMECTHO C  BnafenbLUeM  3apaXeHHbIX  BMpycoM  hailloB  MPOBECTU  aHaIM3
Heo6X0AUMOCTI faNbHEeALero nx 1crnob30BaHus.
2.4.4. TIpOBECTU NNEYEHNE NN YHNUTOXEHME 3apaXKeHHbIX (haifoB.
3. OTBETCTBEHHOCTb
3.1. OTBETCTBEHHOCTb 3a OpraHM3auuio aHTUBMPYCHOM 3aliMTbl BO3/1araeTcsi Ha pPyKoBOAUTENs
YupexKgeHus uam nnuuo, UM HasHauyeHHoe.
3.2. OTBETCTBEHHOCTb 3a MPOBEAEHUE MEpPONpPUATUA aHTUBUPYCHOTO KOHTPONS B  YupexaeHuu
BO3/M1araeTcs Ha OTBETCTBEHHOrO 3a OOecrneyeHue aHTUBMPYCHOM 3awiuThbl, cobntofeHue TpeboBaHMIA
HacTosWen VIHCTpyKuMn npu  paboTe Ha MEpCOHaNbHbIX pabounMx CTaHUMAX BO3jaraeTcs  Ha
nonib3oBatesnieil JaHHbIX CTaHLMIA UAK Nejarora, OTBeYatoLLero 3a paboTy KOMMbIOTEPHOrO Knacca.
3.3. Tllepuognyecknii  KOHTPONb 33 COCTOSHWMEM  aHTUBMPYCHOW  3aWuTbl B YupexzeHuu
OCYLLECTBNISIETCA PYKOBOAUTENEM U PUKCUpyeTCa AKTOM NpoBepku (He pexke 1pa3 B KBapTa).



